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Policy Statement
Vietec Ltd. is committed to ensuring the security and confidentiality of its information assets. This Information Classification Policy defines the criteria for classifying and protecting information to minimize risks and protect sensitive data from unauthorized access, disclosure, alteration, or destruction. This policy applies to all employees, contractors, and third parties who handle Vietec Ltd.'s information.
Objective
The objective of this policy is to establish a systematic approach to classifying, handling, and safeguarding Vietec Ltd.'s information assets in accordance with ISO 27001 standards.
Scope
This policy applies to all information assets owned or managed by Vietec Ltd., including but not limited to:
1. Electronic data and files
2. Paper documents
3. Communication media
4. Intellectual property
5. Personal data
6. Business plans and strategies
7. Customer information
8. Financial data
Information Classification Levels
Vietec Ltd. classifies its information into the following levels:
1. Low - Public Information: Information that can be freely distributed to external parties without any restriction. This includes marketing materials and public-facing website content.
2. Medium - Internal Information: Information intended for internal use and may be shared within the organization. Unauthorized disclosure could be detrimental to the company.
3. High – Restricted Information: Information that is only available to certain employees with the organization. Unauthorized disclosure could cause significant harm to the company. 
4. Very High – Confidential Information: Highly sensitive information that is restricted to those with a need to know, and unauthorized disclosure could cause significant harm to the company. This includes intellectual property, financial data, and customer records.
Responsibilities
1. Data Owners: Data owners are responsible for classifying information assets under their control. They must assess the sensitivity and value of the data and assign the appropriate classification.
2. Data Custodians: Data custodians are responsible for implementing security controls and handling the information in accordance with its classification.
3. Employees and Contractors: All employees and contractors are responsible for handling information according to its classification, protecting it from unauthorized access, and reporting any breaches or incidents promptly.
Information Handling Guidelines
1. Low - Public Information:
· No special handling requirements.
· Must not include confidential or sensitive data.
2. Medium - Internal Information:
· Access restricted to employees and contractors.
· Must not be disclosed to external parties without appropriate authorization.
3. High – Restricted Information: 
· Access restricted to specific employees & contractors.
· Must not be disclosed to any other parties without appropriate authorization. 
4. Very High - Confidential Information:
· Access restricted to authorized personnel on a need-to-know basis.
· Encryption and access controls must be in place.
· Must not be disclosed to external parties without explicit approval.
Review and Audit
This policy will be reviewed and audited regularly to ensure its effectiveness and compliance with ISO 27001 standards.
Enforcement
Non-compliance with this policy may result in disciplinary actions, up to and including termination or legal action in cases of severe breaches.
Policy Review
This policy will be reviewed annually or as required due to significant changes in business operations, regulations, or security threats.
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