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ISO 27001 Security Incident Reporting Policy
1. Introduction
This Security Incident Reporting Policy outlines the procedures and guidelines for reporting and managing security incidents at vietec Ltd. The objective of this policy is to establish a structured and effective process to promptly identify, assess, respond to, and resolve security incidents, ensuring the confidentiality, integrity, and availability of the organization's information assets.
2. Scope
This policy applies to all employees, contractors, third-party service providers, and any other personnel who have access to vietec Ltd.'s information assets or are involved in the handling of sensitive data.
3. Definition of Security Incidents
A security incident is defined as any unauthorized access, disclosure, alteration, or destruction of information assets, or any breach of information security policies, procedures, or applicable laws and regulations.
Examples of security incidents include but are not limited to:
· Unauthorized access to systems, applications, or data
· Data / GDPR breaches involving business-sensitive information, customer, employee, or any other personal data
· Malware infections or ransomware attacks
· Phishing or social engineering attempts
· Physical theft or loss of devices containing sensitive data
· Denial-of-service (DoS) or distributed denial-of-service (DDoS) attacks
· Insider threats or suspicious activities by employees or contractors
· Security vulnerabilities in software or systems
4. Incident Reporting Process
4.1. Immediate Action
Upon identifying a potential security incident or suspecting any security breach, employees and relevant personnel must take immediate action to limit the impact and prevent further damage. This may include isolating affected systems, disconnecting from the network, or powering down devices, if appropriate and necessary.
4.2. Incident Reporting
All security incidents, whether confirmed or suspected, must be reported to the Compliance team. The Compliance team is responsible for coordinating the response to security incidents.
Incident reports should be submitted through the following channels:
· During business hours (9:00 AM to 5:00 PM, Monday to Friday):
· Email: compliance@vietec.co.uk
· Outside business hours:
· Email: compliance@vietec.co.uk
4.3. Incident Reporting Contents
When reporting a security incident, personnel must provide the following information, if available:
· Date and time of incident detection
· Description of the incident and its impact
· Affected systems, assets, or data
· Any potential indicators of compromise (IoCs)
· Actions taken (if any) to contain the incident
· Name and contact information of the person reporting the incident
5. Incident Response and Management
5.1. Incident Triage
Upon receiving an incident report, the Compliance team will promptly initiate an initial assessment (incident triage) to determine the severity and scope of the incident. The team will categorize the incident based on its impact and priority.
5.2. Incident Response Plan
The Compliance team will develop and implement a tailored Incident Response Plan for each confirmed incident. The plan will include the following steps:
· Containment: Preventing the incident from spreading and further damage.
· Eradication: Removing the cause of the incident and eliminating threats.
· Recovery: Restoring affected systems and data to normal operations.
· Lessons Learned: Conducting a post-incident review to identify areas of improvement.
5.3. Notification and Communication
The Compliance team will ensure appropriate internal and external stakeholders are notified of the incident, as required by law, regulations, or contractual obligations.
6. Training and Awareness
All employees and relevant personnel will receive training on this Security Incident Reporting Policy and the appropriate procedures for reporting security incidents. Regular awareness programs will be conducted to keep personnel informed about the evolving threat landscape and the importance of reporting incidents promptly.
7. Policy Review
This Security Incident Reporting Policy will be reviewed at least annually and updated as necessary to reflect changes in technology, business practices, or regulatory requirements.
8. Policy Compliance
Non-compliance with this policy may result in disciplinary actions, up to and including termination of employment or contractual agreement.
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